Astaro Security Gateway

internet security

.‘ astar0o

Client - Hard-/Software Requirements:
ASG - Minimum Hardware Requirements: ) 1 GHz and 512 MB RAM
» Pentium II 500 MHz or compatible CPU » Browser: Firefox recommended
» 256 MB RAM (http://www.getfirefox.com/)
» 10 GB IDE or SCSI hard disk drive or Microsoft Internet Explorer 6 or 7
» Bootable CD-ROM drive » WebAdmin is running at port 4444

Astaro Security Install the Astaro Security Gateway V7 Software on a
Gateway V7 separate host. The installation will completely erase all

data on the hard disk including all programs and the
Switch 6\‘*6‘; operating system.

Internal After the security system has rebooted (a process
Network which, depending on hardware, can take up to five
Admin minutes), ping the IP address of the eth0 interface

f—) Client to ensure it is reachable.

Before you can access the WebAdmin interface, you will need to configure the Admin
Client with the LAN connection properties. This properties can later be changed to the

IP addresses used in the local network.

The filing position of the menu for these settings depends on the operating system of the
client. Example: With Microsoft Windows XP the menu can be found under Start/System
Control/Network connections.

LAN connection properties:
IP Address: Any address in the range 192.168.2.1 through
192.168.2.254 (192.168.2.100 excepted)
Netmask: Enter 255.255.255.0
Standard Gateway: Enter the IP address of the appliance’s
internal network card (eth0): 192.168.2.100
DNS Server: Enable this option and enter the IP address of
the internal network card (eth0): 192.168.2.100

Admin Client

Once your browser is correctly configured, start it and enter the management address of
the security system (the internal IP address configured for eth0) as follows:
https://IP Address:4444 (e.g., https://192.168.2.100:4444).

In the Basic System Setup

Hostname: firewall project-agency.com ThEtSE SEttmhgs mu;th;tmade i‘zefur?hthe . . )
window, enter the Administrator
= Contact and the passwords for
admin account password: .
st — the Astaro Security Gateway.

admin account email address: |stiegel@projsct-agency.conf
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Login to WebAdmin Password: Password of the

e WebAdmin user
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& New interface

= (/@ 2 Internal [Up] on ethd [10.8.16 242/22]

Name: [Exemal

MTU 1500  DEFAULT GW 10.8.19.254

Auto-created on installation

Type: | Ethemet Standerd =
Hardware: | el (Fealek Semiconducto, = |

Address: (62214233236

Netmask: {734 (355 255.285.0] =
Default Gw: ™
Uplink Failover: [0ff =
Proxy aRP: [
MTU: 1500
Comment:

Plase sobot IC|

There are no masquerading rules
Click on the New masquerading rule buttc

Global |§ Forwarders || Request Routing || Static Entries || DynDNS

Allowed Networks

8 #Internal (Netwark)

Netwarks listed here are allowed to use the system

5 a recursive DNS resalver. You will typically
Specify your internal netwarks here. If you already
run an intsmal DNS server (for example as part of
Active Directory), you should leave this setting
empty.

Astaro Security
Gateway V7
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HTTP Progy Status Qi\qj

Global HTTP settings

Operation mode: | Transparent mode =l

To start the HTTP Proxy, please specify your
Allowed networks and set an Operation mode. If
you use a mode that reguires user authentication,
you must also define a list of Users/Groups that:
are allawed to use the proxy
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Intrusion Protection
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source: |8 & any

service: @ Fany
Destination: |8 g any

Action: | Alow

Time Event: | << Aays >>
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Comment:

There are no packeffilter rule
Click an the New packetfilter rules b

In the Definitions directory,
open the Networks menu and
check the settings for the
internal network. Three logical
networks were defined during
installation based on your
settings for the internal
network card (eth0).

In the Network directory, open
the Interfaces menu and con-
figure the interface to be used
to connect to the Internet. The
choice of interface and the re-
quired configuration depend on
what kind of connection to the
Internet you will be using.

In the Network Security/NAT
directory, open the Masquerad-
ing tab and configure the rele-
vant rule. You need this setting,
if you wish to use private IP ad-
dresses for your internal network
and you wish to connect directly
(without proxies) to the Internet.

In the Network/DNS directory,
open the Global tab and specify
the internal networks to use the
security system as a DNS
resolver.

If you wish to connect other
internal networks (e.g., DMZ)
to the security system, attach
their cables now.

In the Web Security directory,
open the HTTP menu and enable
the proxy. In Transparent mode
it isn't necessary to configure
the browsers to allow the clients
in the internal network to access
the Internet by using the HTTP
proxy.

In the Network Security/
Packet Filter directory, open
the Rules tab and establish the
packet filtering rules. By default,
all packets are filtered until you
explicitly enable certain services.
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e =R tab and check the settings for

OSPF.

eth0 network card.

v
_ The settings for this network

card are based on the informa-

tion entered during the software
; ;
installation.

System Settings
WebAdmin Settings

Licensing

» Up2Date
Backup / Restore
End-User Portal
Notifications
Customization
SNMP
Central Management
High Availability

Shutdown / Restart

Dashboard [ Management » Un2Da
Overview | Configuration |§ Advanced |

Firmware
Current firmware version: 6.804
Your firmware is up to date

This panel shows the currently installed firmware
version, If a later version is available foi
installation, you can update to the latest version
by clicking the Update to latest version now

utton. Afternatively, you can review and install
individual firmware updates in the table below this
pane.

Available firmware updates overview

No updates available for installation

Dawnload available firmware Up2Dates now.

Pattern

Current pattern version: 113
Your patterns are up to date.

When a newer pattern release is available, click
the Update pattern now buitton to update them.

|

By default, the Firmware and
Pattern Up2Dates will be down-
loaded automatically from the
Up2Date server. To keep the sys-
tem safe, please install a new
Firmware Up2Date shortly after
the download. Now, the initial
configuration is complete.
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